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Observability Kubernetes
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The container YAML goes inside the pod YAML.
The pod YAML goes inside the ReplicaSet.
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The container YAML goes inside the pod YAML.
The pod YAML goes inside the ReplicaSet.

The replicaSet goes inside the deployment YAML.
Now we can kubectl apply. (but don’t).
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The deployment YAML goes into a Helm template
The Helm template goes inside a Helm chart

Push the Helm chart up to the chart repository
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The Helm release goes inside the terraform.
The terraform provider adds the Helm resource.
The terraform goes goes into my git repository.
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Is it working?
what’s wrong?

Is it fast?
what is slow?

ops: metrics

app dev: logs



V1-23

© 2023 Hound Technology, Inc. All Rights Reserved.

Is it working?
what’s wrong?

Is it fast?
what is slow? app devops: observability
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Observability
We can see what’s happening inside our system, because it tells us.
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Definition

Telemetry
data emitted to reveal inner state

I’m going 500kph, 20km up
Air pressure 200mb, wind 30m/s E
Desired course is 0.3 degrees east
Adjusting left rocket to 30% power



V1-23

© 2023 Hound Technology, Inc. All Rights Reserved.

Definition

Instrumentation
code that emits telemetry

report([“air_pressure_mb”, p],
[“wind_mps”, w],
[“wind_direction”, wd],
[“decision”, decision]);
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Definition

Instrumentation
code that emits telemetry

log.info(“Here we go!”);
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Definition

Propagation
pass the data needed to link events up

And tell them I told you so.
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Received: POST gateway
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OTLP
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OTLPtraceparent
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automatic
instrumentation
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Instrumentation

OpenTelemetry Operator

inject-java: "true"
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Automatic Instrumentation: the scaffolding

● TODO: show some auto instrumentation: results, and some code
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Custom Instrumentation: the serious value
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Kubernetes-specific instrumentation
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instrumentation

pipeline

“backend”
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OpenTelemetry Collector
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receivers
processors

exporters

OpenTelemetry Collector
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OpenTelemetry Collector

• Compatible with other formats
• Add attributes
• Filter data
• Send to multiple backends
• Scrape data
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OpenTelemetry Operator
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Daemonset
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Daemonset

kubelet stats

filelog
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Deployment

cluster stats and events

k8s objects
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Deploying the OTel Collector

OpenTelemetry Operator OpenTelemetry
Collector

sidecar: use the operator
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Deploying the OTel Collector

daemonset: use the OTel Collector helm chart

Daemonset

kubelet stats

filelog

presets:
kubernetesAttributes:
enabled: true

kubeletMetrics:
enabled: true

logsCollection:
enabled: true
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Deploying the OTel Collector

cluster: use the OTel Collector helm chart
presets:
clusterMetrics:
enabled: true

kubernetesEvents:
enabled: true

Deployment

cluster stats and events

k8s objects
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Deploying the OTel Collector

deployment: use the OTel Collector helm chart
presets:

kubernetesAttributes:
enabled: true

Se
rv

ic
e

Deployment
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Choosing a Collector Image

receivers
processors

exporters

OpenTelemetry Collector
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Choosing Collector Components
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OpenTelemetry is many projects

Instrumentation libraries

Language APIs

Semantic conventions

OTLP API Specification

Language SDKs
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instrumentation

pipeline

“backend”
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TelemetryInstrumentation Observability

report(…)

“Telemetry Backend”
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Step 1: Use OpenTelemetry
Choose or change your tooling later.

8787
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In your network:
stateless
open source
under your control

Observability Tool:
different failure domain
stateful
can be SaaS
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Consideration: Cost

● Metrics: reduce cardinality.
● Logs: shove them in S3, use traces instead 🥴
● Traces: sample
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Consideration: Performance

● Move instrumentation libraries into application builds

○ include only what you need

○ add custom attributes! Get more value!



V1-23

© 2023 Hound Technology, Inc. All Rights Reserved. 9292

Consideration: Security

● Reduce surface area

○ build your collector images

○ choose instrumentation libraries in applications

● Filter data in the collector

○ redact or disguise PII
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Consideration: Upkeep

● Do you have an observability team?

○ gotta configure and operate the pipeline.

○ internal libraries are great for instrumentation.

● Backends are $$ to run

○ and $$$$ to keep up to the latest standards
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KubernetesOpenTelemetry
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Is it working?
what’s wrong?

Is it fast?
what is slow? app devops: observability
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Is it working?
what’s wrong?

Is it fast?
what is slow? app devops: observability

platform 
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Care about app + runtime
Care what it does in prod
Use the observability tool

app devops: observability

platform 

Keep k8s running
and the observability pipeline

Guidance & expertise
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www.honeycomb.io
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https://www.honeycomb.io/observing-kubernetes-with-opentelemetry


